
Enhancing the effectiveness of security operations through a
central point of management

IBM Proventia Management
SiteProtector system

Highlights

■ Reduces the cost and complex-

ity of security management

through central control of

diverse network and host secu-

rity devices

■ Enhances risk communication

through event analytics and

flexible, customizable reporting

■ Leverages existing investments

by integrating with current 

systems

■ Provides flexibility to expand to

support additional types and

functions of security offerings

Managing your security operations from a

central point

Managing your security infrastructure is

never an easy task, but when you’re

trying to manage multiple devices,

security vendors and compliance regu-

lations, it can seem impossible. Over

time, the cost and complexity of secur-

ing your organization can rise substan-

tially, without a corresponding decrease

in your exposure to security risks and

noncompliance. Valuable resources are

continually diverted from revenue-

gathering projects while your IT staff

spends hours on day-to-day 

administration.

IBM Proventia® Management

SiteProtector™ system offers a flexible,

one-stop security management system

to command and control a broad array

of network security agents and devices

required to monitor and measure your

exposure to vulnerabilities and demon-

strate regulatory compliance. It can



reduce the burden of your IT security

team by unifying the management of

IBM security platform offerings across

gateways, networks, servers and desk-

tops, as well as select third-party 

security solutions. Backed by, and inte-

grated with IBM Internet Security

Systems™ (ISS) X-Force® research

and development team with its tools,

online security information and security

updates, the SiteProtector system can

help minimize your overall risk and

increase efficacy of your security team

with maximum cost efficiency.

Easing the cost and complexity of security

management 

The SiteProtector system helps reduce

operational costs by automating and

simplifying tasks such as setting poli-

cies, applying updates, scanning and

enabling protection. From a single inter-

face, you can monitor events and man-

age all of your IBM ISS technologies,

including network and host intrusion

prevention, scanning, desktop security

and multifunction security. With just one

system to deploy, learn and maintain,

one vendor to turn to for support and

one management console to control

your security infrastructure, this innova-

tive solution can help you reduce the

costs and complexity associated with

security management and free your IT

staff to focus on other critical projects.

You can organize your security devices

within the SiteProtector system and

create custom-defined groupings for an

enterprisewide risk perspective of

assets, threats and vulnerabilities. 

The SiteProtector system includes

advanced features to help you correlate

and prioritize near real-time vulnerability

and threat information to help you

quickly assess the information that’s

most critical or relevant to your 

environment—enabling IT staff to focus

on your greatest risks. You can also use

the SiteProtector system to increase

the priority level of alerts and reduce

console and database clutter by dis-

carding details of unsuccessful attacks.

The SiteProtector system facilitates a

robust roles and permissions model to

help you delegate responsibilities

among various team members. Site

administrators can use a Web browser

from virtually any location to grant

selected users the ability to perform

certain functions. For example, adminis-

trators may allow some users to see

and operate security devices located in

a certain geography, while limiting 

others as read-only users without the

ability to change security policy.

Evaluating and communicating your risk

posture

The SiteProtector system can help you

quickly identify and communicate

potential threats, and assess your secu-

rity posture by enabling you to:

● Identify risk
● Perform threat mitigation
● Reduce burdensome maintenance
● Perform event monitoring and

analysis
● Set security policy
● Discover vulnerabilities

Easy-to-use, customizable reporting

capabilities let you sort information by

virtually any parameter and provide

auditors and regulators with critical

information. The SiteProtector system

also allows you to make timely adjust-

ments to policies. Guided analysis

capabilities help transform even the

new security analyst into a knowledge-

able expert, taking the guesswork out

of event analysis and aiding your secu-

rity analyst with logical investigation

paths to quickly get to the cause of an

issue.



A broad array of reports—both prede-

fined and customized—within the

SiteProtector system can allow you to

identify and document:

● Staff who can access the system
● Ticketing activities
● Policy, audit, assessment, 

administration and compliance
management

● Vulnerability and configuration
management

● Information about overall compli-
ance levels, resolutions, current
threats and trends

● Detailed information on compliance
at the asset, operating system and
line-of-business levels

SiteProtector reporting capabilities not

only help ease compliance measures,

but they can also provide specific

details regarding security breaches.

Reports on asset security, vulnerability

remediation and trends provide an

enterprise view of improvements to

your security posture over time and

help enable intelligent, cost-effective

decisions regarding your network. A

forced versioning feature within the

SiteProtector policy editor helps enable

automated tracking and logging of pol-

icy history to further reduce the burden

of change-control compliance.

Integrating with existing systems to

leverage your investments

The SiteProtector system can provide

seamless integration with existing secu-

rity solutions to leverage your existing

investments, including:

● Microsoft® Windows® Active
Directory

● Support of Microsoft SQL Server
database clusters

● VMware ESX 3.5
● Remedy ticketing integration
● Support of two-factor 

authentication

In addition, your own IT department or

other vendors can programmatically

enable their applications to leverage the

SiteProtector data repository.

Expanding to support evolving

requirements

The SiteProtector system can scale to

meet expanding requirements of

today’s dynamic enterprise, enabling

you to broaden your security by incre-

mentally adding other types of security

products, including network and host

intrusion prevention systems (IPSs) and

multifunction devices. You can also

expand in depth by adding more 

security devices within a single 

function. You can scale in both of these

dimensions—as well as add policies

into your security system—with virtually

no increase in operational cost.

Because the SiteProtector system

offers a consistent interface that

employees can quickly become familiar

with, you can nearly eliminate the need

for staff to learn new systems when 

you add new protection—easing the

deployment of new protection devices,

management of device updates and

administration of management policies.

The SiteProtector system includes a

year of updates, patches and basic

technical support.

Why IBM?

IBM Proventia Management

SiteProtector system offers a single,

easy-to-use central management point

to control security policy, analysis, alert-

ing and reporting for your business.

With support for a broad array of prod-

ucts, an established track record of

protection that is backed by the 

X-Force team and the ability to expand

security coverage, the SiteProtector

system can provide a simpler, cost-

effective way to manage your security

operations.



For more information

To learn more about IBM Proventia

Management SiteProtector system,

please contact your IBM representative

or IBM Business Partner, or visit the fol-

lowing Web site:

ibm.com/services/security
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